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Hierarchical Hybrid Authentication Model Based on Key Sharing
ZHAO Jiao-jiao MA Wen-ping LUO Wei LIU Xiao-xue
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Abstract With the rapid development of the information age,cloud computing data access security has become the most
concerned issue for users. Identity authentication technology is an important means to ensure that participants imple-
ment secure communications in an open network environment,and how to use identity authentication technology to es-
cort the cloud environment has become a hot issue for many scholars. This paper proposed a public key infrastructure-
identity-based encryption hybrid authentication model scheme by establishing a trust relationship between different
cloud services by CA certificate that Public Key Infrastructure (PKI) issued,combining multiple clouds which use Iden-
tity Based Encryption (IBE) system,adopting hierarchical identity encryption system,introducing shared key technolo-
gysand choosing ring structure. And the security of the scheme was analyzed to prove the feasibility of providing ser-
vices based on the identity-based hybrid authentication model in the cloud environment. At the same time,a signcryption
technology based on this model was designed to achieve cloud authentication and cross cloud authentication by the pub-
lic and private key pairs. Performance analysis shows that under the premise of a slight increase in the amount of calcu-
lation, the scheme ensures sufficient security,and better satisfies the requirements of users in the cloud environment be-
longing to different cloud domains and users’ secure access,and solves the problem of data access security in a cloud en-
vironment effectively.

Keywords Cloud security, PKI,IBE, Hierarchical model,Identity authentication
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