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LIU Sheng-jie  WANG Jing
(College of Computer Science and Technology.Nanjing Tech University, Nanjing 211816 ,China)
Abstract In reality, data stored on social networks are often outsourced to the untrusted cloud services providers.

Aiming at the problems of privacy and attribute updating of social network,an attribute-based encryption scheme with
hidden policy and attribute revocation in cloud environment was proposed. This scheme reduces the computation of clie-
nt by breaking down the way of key generation. Moreover, the policy is hidden by using the composite order bilinear
groups,and a mechanism with token tree and attribute trapdoor is used to achieve an efficient and flexible attribute re-
vocation. In addition, the scheme is proved to be secure under the standard assumption. So,using this encryption in social
network service to encrypt data to cloud servers is safe and feasible. Compared to other related works, this scheme pro-

tects the privacy of access policy and gives a better performance in computing and storage with access control functions.
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Fig. 1 System model of social network based on cloud environment
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